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Introduction: Despite the growing reliance on e-learning and 
the paradigm-shifting impact of the COVID-19 pandemic on 
educational systems, there is a lack of up-to-date evidence on the 
specific challenges that healthcare students confront in practical 
courses. Thus, this scoping review aims to address the challenges 
of E-learning among healthcare students post-pandemic and to 
provide possible solutions.
Methods: This study was undertaken using the PRISMA 
Extension for Scoping Reviews (PRISMA-ScR) checklist. A 
search of English-language materials and peer-reviewed articles 
was performed from January 2020 to November 18, 2023, across 
five databases: PubMed, Web of Science, Scopus, ERIC, and 
EMBASE. Quality appraisal was done using JBI checklists.
Results: Of the 4,559 potential records, 95 articles were included 
in this study. Using thematic analysis, 12 themes were identified, 
including Rapid progression and obligatory shift, Physical and 
mental problems of learners, Low digital literacy, Technical 
problems, Financial burden, Challenges of designing a practical 
course, Omission of learners’ feedback in Designing, Learning 
contents and adopted strategy challenges, Unpreparedness of 
users, Lack of engagement and distracting learning environment, 
Lack of users’ security and support, and Summative evaluation 
challenges.
Conclusion: Although a vast majority of literature highlights 
the effectiveness of E-learning courses, weaknesses such as 
engagement, interaction, development of practical skills, and 
evaluation of challenges are mentioned in literature. Thus, the use 
of blended learning in the LMICs in conjunction with instructional 
models, like the ADDIE model, is strongly recommended 
throughout the entire learning process to forecast upcoming 
challenges and prevent them, thereby boosting the quality of an 
E-learning course.
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Introduction 

Currently, medical education emphasizes the 
development of a broad range of skills. For 

instance, strong theoretical knowledge, hands-
on clinical skills, and good interpersonal skills 
are given special attention, and these skills 
are primarily taught using previous traditional 
methods (1, 2). Moreover, the effectiveness 
of this educational system is questionable, 
particularly in medical fields, where group 
discussions and peer interactions are essential 
for developing knowledge and skills (3, 4). 
In this regard, the COVID-19 pandemic and 
restrictions of educational institutions played a 
substantial role in pushing institutions forward 
to consider E-learning as an alternative option 
for the traditional approach (5). E-learning has 
several advantages, including flexibility, ease of 
access, consideration of individual differences, 
cost-effectiveness, and self-pacing. Meanwhile, 
a vast majority of the literature has examined 
the challenges of E-learning in low- and 
middle-income countries (LMICs). The primary 
challenges E-learning (LMICs) confront 
include limited prior experience, inadequate IT 
resources, insufficient infrastructure, unreliable 
Internet access, and a lack of educational 
equipment (e.g. computers are available to both 
teachers and students) (6, 7). 

A critical component of evaluating 
E-learning involves identifying problems from 
the students’ perspective to improve the course 
quality. The students’ insights, derived from 
their expectations and experiences, are vital for 
this process (8). For example, Nepalian medical 
students found online classes to be less effective 
than traditional face-to-face methods. Further, 
nearly one-third of the students stated that they 
had never attended online classes (9). Thus, 
new educational models should be developed 
to ensure that E-learning is effective and meets 
students’ learning needs. These models should 
go beyond merely shifting traditional online 
methods and should not serve merely as an 
alternative to live education (10).

In spite of the growing reliance on e-learning 
and paradigm shifting of educational systems 
during and after COVID-19 pandemic, there is 
a lack of updated comprehensive evidence on 
the specific challenges healthcare students face 
in practical courses (11). Most of the review 
studies investigating E-learning challenges were 
conducted before the pandemic or in non-clinical 
settings (12, 13). Moreover, a growing body of 
literature published post-pandemic has examined 
only medical students or nursing students as the 
target population or limited its context to lower 

to middle-income countries or a specific type of 
E-learning methodology (6, 7).

This gap is critical since healthcare education 
relies heavily on experiential learning; without 
understanding the barriers in virtual practical 
training, institutions risk compromising skill 
development and clinical competency (14). Thus, 
a comprehensive study of updated literature is 
necessary to ensure the consideration of the 
paradigm shift caused by COVID-19 as well as its 
related positive or negative outcomes that could 
change the challenges faced by learners (11). 
Avoiding the restriction of included studies to a 
single clinical discipline or learning environment 
(LMICs) is also crucial for the generalizability 
of the results to different clinical disciplines. 
Ultimately, examination of these challenges 
is essential for providing possible solutions 
based on instructional models and designing 
effective, sustainable e-learning models that 
fulfil the unique demands of healthcare students’ 
education. 

Methods
Study Design

A systematic scoping review was performed, 
which involved systematic search, evaluation 
of literature, along with descriptive synthesis 
of existing research evidence on a broad topic. 
The reporting of this scoping review adhered 
to the PRISMA Extension for Scoping Reviews 
(PRISMA-ScR) checklist (15).

Search Strategy and Data Sources
By November 18, 2023, a systematic search 

was completed on English-language materials 
and peer-reviewed articles related to the study 
question, “What are the challenges of E-learning 
among healthcare students during the COVID-19 
pandemic and beyond?” Initially, a preliminary 
and rapid search of the Scopus, Cochrane Library, 
and PROSPERO databases was conducted to 
confirm the absence of any registered systematic 
reviews directly aligned with the objectives of the 
present study. No relevant articles were found. 
Next, searches were conducted in 5 databases, 
including PubMed, Web of Science, Scopus, 
Eric, and EMBASE. The “AND” operator was 
employed to combine different concepts, and 
the “OR” operator was utilized for synonyms. 
Searches were carried out in the “Title, Abstract, 
and Keyword” sections of the databases’ articles 
published after December 2019. MeSH, in 
addition to free-text searches, was utilized to 
find relevant terms. The search strategy focused 
on the population, intervention, and outcomes of 
the PICOT framework. 
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Study Selection
A comprehensive list of references was 

compiled for each article. Initially, two authors 
(MY, FSH) reviewed the titles of all articles 
from the database. The articles that not only 
fulfilled the inclusion criteria but also aligned 
perfectly with the research objective were 
selected. Subsequently, these authors reviewed 
the abstracts of the selected papers.

Articles focusing on the challenges of 
E-learning in practical courses among health 
occupations students during and after the 
COVID-19 pandemic were chosen. This process 
was repeated twice in all the above steps. In 
cases of disagreement regarding a study, the 
senior author (MKH) made the final decision. 
The papers included had to report students’ 
challenges from their perspective or reported by 
instructors on a specific course within the article 
or its supplementary materials.

Inclusion Criteria
Regarding the PICO framework, “P” refers to 

the study population, “I” denotes E-learning and 
similar approaches, “O” indicates Challenges, 
and “T” represents during and after the 
COVID-19 pandemic. The “C” or comparison 
group was not considered in this study, as there 
was no comparison group. Again, “O” was not 
used in the search strings to make the string 
more inclusive. For inclusion, articles had to be 
relevant to the research question and based on 
a valid and reliable study tool. Further, original 
peer-reviewed articles written in English were 
included (Table 1).

Exclusion Criteria
Articles were excluded if they had not addressed 

the research topic of E-learning challenges; if 
they had focused on the challenges of healthcare 
students in non-practical courses or if they had 
generally reported the perspectives of students in 
an institution. For instance, introductory science 
courses were excluded. Further, reviews, protocols, 
editorials, letters, and short communications were 
not included. Studies that had been defined as low-
quality using the quality appraisal process were 
also excluded (Table 1).

Quality Appraisal
The final texts’ quality, including full texts, 

was ascertained using JBI checklists based 
on the study design: https://jbi.global/critical-
appraisal-tools. For all items, “1” indicates the 
presence of the item, “0” reflects the absence of 
the item, or the criteria were unclear or were not 
applicable. The sum of the scores for each study’s 
quality would next be computed. The quality 
of each study was graded as either good (most 
criteria met with a low risk of bias, score 7-8 
for cross-sectional studies, score 8-9 for quasi-
experimental studies, score 9-10 for qualitative 
studies, score 10-11 for cohort studies, and 12-13 
for RCT), fair (some criteria met with a moderate 
risk of bias, score 5-6 for cross-sectional studies, 
6-7 for quasi-experimental studies, score 6-8 for 
qualitative studies, score 7-9 for cohort studies, 
and 9-11 for RCT studies), or poor (i.e., few 
criteria were fulfilled, with a high risk of bias, 
score <5 for cross-sectional studies, score <6 
for quasi-experimental and cohort studies, and 
score <9 for RCT studies). The two authors (MY 
and FSH) evaluated the quality independently, 
with disagreements resolved by consensus or 
consulting a third senior researcher (MKH). 
Studies defined as poor quality were excluded 
in this study.

Data Extraction
The required data were extracted using 

a summary and collection form. This form 
provided essential details, including the article 
title, year of publication, first author, study 
location, study design, field(s) of participants 
(e.g., medical students, nursing students), sample 
size, E-learning tools employed, E-learning 
course challenges, as well as related suggestions 
to eliminate them. Summary forms were 
completed for each selected article to document 
these aspects.

Synthesis of the Results
Our data synthesis process was comprehensive, 

utilizing a narrative synthesis approach and 
thematic analysis to identify as well as analyze 
patterns within the data (16). In this study, we 
employed a six-step process for synthesizing data 

Table 1. Inclusion and exclusion criteria
Inclusion Criteria Exclusion Criteria
• Health occupations students (Medical students, Nursing 
students, etc.)
• Practical courses
• Original peer-reviewed articles
• English language
• Quantitative and qualitative studies
• Reporting challenges

• Non clinical students
• Non-practical courses
• Reviews, protocols, editorials, letters, short communications
• Low quality studies
• Only reporting benefits not challenges
• Not adopting E-learning or related methods for learners
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using thematic analysis developed by Braun and 
Clarke (17) to identify recurrent themes. These 
steps include: 1) data familiarization, 2) initial 
codes and sub-codes development, 3) searching 
for themes and sub-themes, 4) reviewing themes 
and sub-themes, 5) organizing and charting ideas 
or problems, and 6) generating the final data 
synthesis in alignment with the study’s aims and 
objectives (12). For instance, a study by Olum, et al.  
stated, “Figure 1 shows that Internet costs and 
poor Internet connectivity were cited as major 
barriers to e-learning access among medicine 
and nursing students at Makerere University”. For 
extracting the codes after data familiarization, 
the extractor decided to identify the “Internet 
costs” and “poor Internet connectivity” as initial 
codes. Thereafter, the themes and subthemes 
of this study were searched. Subsequently, the 
extractor inserted “Internet costs” in the “High 
cost of the Internet” subtheme and “poor Internet 
connectivity” in the “lack of access to good 
quality Internet connection” subtheme. These 
subthemes were identified and revised many 
times to represent their subsets fully. Next, 
after reviewing all the subthemes, “high cost 
of the Internet” was inserted into the “financial 
burden” theme, and “lack of access to good 
quality Internet connection” was placed into the 
“Technical Problems” theme.

Two of the authors (MY and FSH) performed 
the entire process, and in case of disagreements, 
the third senior author (MKH) made the final 
decision. Cohen’s Kappa was used to calculate 
inter-rater reliability to explore the internal 
validity of this study. For external validity, two 
experts in medical education who were not our 
team members reviewed the main themes and 
confirmed their titles as well as concepts. 

Ethical Considerations
This study has been approved by the Ethics 

Committee of Shahid Beheshti University of 
Medical Sciences with the code of: IR.SBMU.
SME.REC.1402.061.

Results
Selection of Studies

In accordance with the PRISMA guidelines, 
Figure 2 displays the literature search process. 
Initially, 4,559 potential records were identified 
via electronic databases. Following the removal 
of duplicates, 2757 records remained. Next, 
2023 records were excluded after screening the 
titles and abstracts. Eventually, 95 studies were 
included in this systematic scoping review.

Characteristics of the Studies
Of the 95 studies included in this systematic 

review, 69 were cross-sectional, five were quasi-
experimental, three were randomized controlled 
trials, and 1 was a cohort design. In total, 33 
countries participated in the 95 articles that were 
included. The number of countries per article 
ranged from 1 to 28. The distribution map of 
published articles worldwide for countries is 
depicted in Figures 2, 3. Most of the included 
articles (n=39) were published in 2021, and there 
has been a descending trend in the number of 
included articles over the next few years (Figure 
1). Forty-five studies focused on medical students, 
22 dealt with residents and fellows, 13 researched 
nursing students, and eight examined pharmacy 
students (Figure 4). Also, Zoom was the most 
utilized platform for E-learning, reported in 37 
studies, followed by 14 studies using Google 
Classroom, Meet or Form, and nine studies using 
the Microsoft Teams platform.

Figure 1. The number of articles included by year of publication
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Figure 2. The PRISMA flowchart of the literature search

Figure 3. The distribution map shows the number of published articles worldwide for different countries. Of the 95 articles 
included, 33 countries participated, and the number of articles per country ranged between 1 and 27
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Quality Assessment
The most systematic bias in the cross-

sectional studies was failing to address potential 
bias sources and how to handle them. Moreover, 
inadequate follow-up and lack of multiple 
measurements were the most systematic biases 
in quasi-experimental studies. All randomized 
controlled studies were of fair quality owing 
to the nature of the educational interventional 
studies, which made blinding the participants 
and assessors difficult. At last, not addressing 
the researcher’s influence on the research was 
the major systematic bias for qualitative studies.

Inter-rater reliability
Based on our analysis of the categories of 

codes (themes), the Kappa was 0.889, showing 
almost perfect agreement.

Synthesized Findings
In addressing the primary research question, 

“What are the main challenges healthcare students 
are faced with in E-learning-based practical courses 
during the pandemic and beyond?”, this systematic 
scoping review reveals 12 themes to be observed, 
which were identified through the thematic analysis 
of the included studies and categorized based on 
the ADDIE model (18) (Figure 5). 

The reason for choosing this instructional 
model for categorizing themes has been its 
importance in facilitating and enhancing the 
quality of e-learning courses. Not considering 
every step along the learning process may pose its 
own specific challenges. Also, themes and related 
subthemes are presented in below:
Analyze
Theme 1: Rapid Progression and Obligatory Shift

Theme 2: Physical and Mental Problems of 
Learners
Theme 3: Low Digital Literacy
Theme 4: Technical Problems
Theme 5: Financial Burden
Design
Theme 6: Challenges of Designing a Practical 
Course
Theme 7: Omission of Learners’ Feedback in 
Designing
Develop
Theme 8: Learning contents and Adopted 
Strategy Challenges
Theme 9: Unpreparedness of Users
Implement
Theme 10: Lack of engagement and Distracting 
Learning Environment
Theme 11: Lack of Users’ Security and Support
Evaluation
Theme 12: Summative Evaluation Challenges

Theme 1: Rapid progression and obligatory shift
The first step of the ADDIE model is the 

analysis step. In this step, the instructor should 
identify overall goals as a part of the process. 
Therefore, the obligatory shift to E-learning 
and the urgent need to remodel the curriculum 
owing to the lockdown during COVID-19 and 
reidentifying overall goals posed challenges for 
institutions that had not utilized E-learning in their 
curriculum before and lacked experience (19-22). 

Theme 2: Physical and Mental Problems of 
Learners

According to the ADDIE model, targeting 
learners’ characteristics is another essential 
part of the analysis step. In this regard, a study 

Figure 4. Bar chart for the number of included studies based 
on participants’ fields

Figure 5. ADDIE model illustration combined with extracted 
themes
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by Khalil et al. demonstrated that paying less 
attention to individual characteristics of learners 
was one of their identified challenges (23). 
Several studies have reported mental problems 
and negative emotions among the learners, 
including anxiety, frustration, burnout, feelings 
of loneliness, loss of university life, overwhelm by 
self-study, lack of energy, lack of confidence, and 
isolation (14, 22, 24-31). Moreover, gender might 
be a determinant of mental status. For example, 
the level of social anxiety was higher in young 
female medical students, as reported by Alsudais, 
et al. (25). In contrast, male pharmacy students 
found gamification more stressful, as reported 
by Badr, et al. (24). Lack of confidence in future 
real situations was another effect of E-learning 
on the mental status of learners (14). Further, the 
findings of three studies demonstrated eye strain, 
headache, and screen fatigue as a challenge for 
learners following E-learning courses (29, 32, 
33). In this regard, consuming unhealthy food 
and loss of physical activity could also influence 
the physical status of learners (14).

Theme 3: Low Digital Literacy
Not only is estimation of the learners’ 

characteristics crucial, but also their knowledge, 
attitudes, and skills should be assessed at the 
analysis step. In this regard, failure to consider 
low digital literacy and lack of experience or IT 
skills among learners, instructors, and patients 
may affect the quality of an E-learning course. In 
this context, the literature reports learners’ and 
instructors’ resistance or needing time to adopt 
E-learning approaches or unfamiliarity with new 
educational technologies (21, 22, 31, 34-41).

Theme 4: Technical problems 
As a part of the analysis step, it is important 

to determine what resources are required and 
available. In this regard, 21 studies reported that 
some technical and infrastructural problems 
might negatively affect the quality of an 
E-learning course, including lack of access to 
a good quality Internet connection and high 
cost of purchasing the Internet, particularly 
in developing countries (22, 23, 29, 31, 36, 37, 
42-56). These challenges may result in unequal 
chances for learners in e-learning approaches 
(28). Ten studies also mentioned some other 
technical problems along E-learning courses, 
including access to the E-learning platforms, 
performing online assessments, limitations in the 
number of participants, as well as the collection 
of reports in some parts of the application (23, 
38, 39, 50, 57-64). Moreover, technical problems 
related to learning equipment, including a lack 

of equipment, overheating, and frequent need 
to charge the device or virtual reality handle 
disinfection owing to hygienic protocols, have 
been reported in the literature (22, 31, 40, 50, 51, 
65, 66). Learning Management Systems (3) also 
faced technical problems, such as an overload of 
systems or problems during upgrades (34).

Theme 5: Financial Burden
In addition to purchasing the Internet 

as previously mentioned, buying learning 
equipment, including new gadgets, smartphones, 
or the higher price of the initial setup for one 
simulator device, could also be challenging for 
adopting E-learning approaches by imposing a 
financial burden and inequalities for learners (28, 
29, 33, 40, 67, 68). 

Theme 6: Challenges of Designing a Practical 
Course

A key factor in designing an E-learning course 
in the ADDIE model is the learning solution, 
which is provided based on learning objectives. 
Sixteen studies have reported that E-learning 
is more effective for courses where knowledge 
acquisition is more dominant than developing 
psychomotor skills in practical courses, and not 
necessarily suitable for all disciplines (22, 28, 29, 
31, 41, 46, 56, 61, 62, 65, 69-76). For instance, 
learners’ satisfaction with E-learning was higher 
in radiology, histology, pathology, and psychology 
courses (37, 70, 74, 77, 78). In contrast, adopting 
E-learning was more challenging during surgery, 
ophthalmology, and dentistry courses, with 
learners preferring face-to-face approaches (79, 
80). Note that the learners’ characteristics and 
learning strategies play a substantial role in the 
effectiveness of an E-learning approach, even in 
the mentioned fields, which is reported to make 
E-learning more useful. In this regard, fresh 
radiology residents stated that teleconferencing 
negatively impacted their education more than 
upper-level radiology residents (77). Some studies 
reported that virtual reality or simulators could 
be an alternative to face-to-face approaches. 
Nevertheless, they could not develop more complex 
hands-on skills (61, 76). Moreover, developing 
some soft skills like social skills and interviewing 
with patients may also be affected during virtual 
rotations, and the inability to contact patients 
freely and do a physical exam could also worsen 
this situation (28, 29, 38, 81, 82). Ultimately, this 
could raise concerns for learners about clinical 
experience, given the methodological challenges, 
suggesting that e-learning approaches may not 
be as professional or effective as the face-to-face 
method (14, 23, 28, 30, 31, 39, 56).
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Theme 7: Omission of Learners’ Feedback in 
Designing

Another critical step in designing a course is 
testing strategies by providing learners’ feedback 
during design based on the ADDIE model. To 
illustrate, two studies reported that learners did 
not have enough time to study for several reasons, 
including their other clinical responsibilities (31, 
53, 83, 84). Further, some learners found their 
E-learning course time-intensive (85). Several 
studies also reported that different time zones 
may cause challenges in some national and 
international courses that adopt synchronous 
approaches (75, 84, 86). A student-led curriculum 
could be advantageous for using students’ 
opinions, but it might cause challenges due to 
the high turnover of students who complete the 
course every semester and the lack of clinical 
knowledge to identify their needs (87).

Theme 8: Learning Contents and Adopted 
Strategy Challenges

The development step deals with determining 
the way of organizing learning content or 
activities that the instructor and learner should 
do. Further, answering a question like “What 
media should I use when teaching?” is another 
example of considering this step. In this respect, 
negative perceptions about distance learning, 
owing to the limitations of this method and the 
lack of personalized learning, have been reported 
by Ahmed, et al. (28). Moreover, not using 
standard content, quality of learning materials, 
including audio-visual features, cognitive 
overload, and structural incoherence, were the 
significant challenges reported in the literature. 
For instance, low-quality image, audio, and video 
learning content, as well as a limited field of view 
during live streaming, may negatively influence 
the student’s learning process (14, 37, 47, 52, 55, 
82, 88, 89). In this regard, multiple departures 
from reality in the videos, use of a 2D interface 
for teaching a complex action, lesser accuracy 
of simulation provided images, and having 
limitations to develop more complex cases were 
the drawbacks for simulation-based approaches 
(52, 67, 73, 76). Besides, it is important to note 
that considering the limitations for the number 
of participants in simulation-based approaches 
is critical (76, 90). 

Compression of information and excessive 
attention to details when providing learning 
materials may be the main reason for cognitive 
overload, which has been addressed among 
literature (91-94). Nevertheless, adopting novel 
approaches may cause a lack of available 
resources. For instance, a limited number of 

scan model has been reported as a drawback 
by Nix, et al. (84). Some studies compared the 
students’ satisfaction or effectiveness of different 
approaches and stated that students’ channels, 
TedTalks, Zoom breakout rooms, case studies, 
role model approaches, and adopting national 
modules were less effective than other E-learning 
methods (78, 95, 96). Moreover, repetition of 
information and disparate weightage to the 
core disciplines were reported as a structural 
incoherence by Rana et al. in ophthalmology 
webinars (93). 

Theme 9: Unpreparedness of Users
Briefing information about the course is 

another important part of development step 
before implementing the learning solution. 
Absence of briefing information or planning for 
presentations may confuse learners about how 
to achieve learning objectives and what material 
to focus on (55, 82, 93, 97). Use of complex 
platforms without instructing tutorials to users 
may disrupt the learning process. For instance, 
Harrel, et al. reported that the video submission 
format in the course was shifted from Google 
Drive to WhatsApp owing to the complexity of 
the platform (83).

Theme 10: Lack of engagement and distracting 
learning environment

At the implementation step of the ADDIE 
model, the importance of considering the 
learners’ engagement with learning content and 
motivation is highlighted. Studies reported the 
lack of learning engagement or adherence as one 
of the drawbacks of implementing E-learning 
approaches (40, 63, 98, 99). Low participation 
of learners during live sessions by turning the 
camera off, muting the microphone (etiquette 
issues), emailing and browsing on the Internet, 
or doing daily tasks during the class may affect 
the course quality (44, 45, 53, 74, 98). Postponing 
assignments by learners, loss of motivation, and 
finally abandonment of studies have also been 
reported (14, 22, 41, 82). Moreover, inadequate 
opportunities for mentorship, collaboration 
(28, 43, 86), and learners’ interaction with 
peers, instructors, patients and in general social 
interaction have also been reported by fifteen 
studies (14, 22, 28, 29, 31, 32, 38, 43, 54-56, 65, 69, 
82, 86, 90, 93, 94, 98). Nevertheless, E-learning 
platforms provide some features to enhance 
engagement, including breakout rooms, polls, 
or smart boards, but some institutions have been 
reported not to apply these features frequently 
(100). Despite several studies adopting some 
strategies, including mandatory attendance and 
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obligatory turning on cameras and microphones, 
these strategies resulted in elevated anxiety levels 
of learners. They neglected their privacy concerns 
(101, 102). Further, family members, having pets, 
the home environment, and several other factors 
have been identified as distracting elements and 
causes of inequity among learners owing to a 
lack of a proper learning environment at home 
or in places other than classrooms (14, 22, 29, 
31, 44, 54, 82). Also, Albert et al. reported that 
the ability to synchronously look up and share 
information when participating in the session 
through the team room reduced distractions for 
learners (100). Finally, Romli, et al. stated that 
students lost their attention during the class due 
to the existence of backup  recordings (29).

Theme 11: Lack of Users’ Security and Support 
Lack of support was one of the challenges stated 

by learners, which could take place whenever the 
instructor or an institution’s educational staff pay 
less attention to supporting learners or training 
facilitators along the implementation step of the 
ADDIE model. Getting help whenever a learner 
does not know something or a technical issue 
occurs and providing timely feedback by the 
instructor have been reported to have been missed 
(14, 31, 43, 49, 54, 55, 74, 82). Moreover, assurance 
of candidate identity and security of learners 
during the E-learning courses was reported to 
be challenging in some of the included studies 
(28, 37, 50, 103). There are also professional 
and information governance concerns in online 
virtual rotations, as the contents of online 
consultations could be shared with unrelated 
third parties, such as family members of learners, 
who may overhear the session (38).

Theme 12: Summative Evaluation Challenges
Implementing summative evaluation at 

different levels, such as perception, knowledge 
acquisition, and performance, is essential for the 
ADDIE model evaluation. One study claimed 
that learners had hesitation about the usefulness 
of E-learning in minimizing inequalities and 
being as valuable as traditional degrees (104). 
Negative perceptions about security, such as data 
protection and the prevention of cheating (14, 39, 
48, 57, 105, 106), as well as the validity of exams 
(e.g., congruence of the online exam format and 
adapting them to students’ situation, holding 
exams at night and impossibility to go back to 
questions of exams) (22, 24, 28, 29, 39, 55, 57, 
106) were remarkable. For instance, in a study 
by Eurboonyanun, et al., an online open-book 
exam was adopted to avoid cheating. The results 
indicated that students preferred traditional closed-

book exams (107). Time lost when trying to log in 
to the exam platform, technical problems or those 
related to connection to the Internet and limited 
exam time have been reported as challenges of 
online exam; the students somehow found this 
approach more stressful (22, 24, 31, 38, 45, 49, 
106). Finally, performance assessment is also 
challenging given the limitations of an online 
assessment. In other words, OSCE is one of the 
popular strategies employed for assessing learners’ 
performance. Designing a well-ordered OSCE is 
complex, and it may have weaknesses in assessing 
soft skills. For instance, working under close 
observation and dealing with this pressure, or 
assessing student anxiety by evaluating distracting 
behaviors such as leg tapping, is largely missed 
during online assessments (48, 108).

Disaggregation of findings by gender, clinical 
disciplines and economic context

Studies on medical students, residents, 
fellowships, and nursing students claimed a larger 
proportion of included studies and one of the 
important different challenges with other clinical 
disciplines such as dentistry or pharmacy was 
students’ concerns about their clinical competency. 
Moreover, mental problems are more reported in 
medical students and nursing students. Gender 
might be a determinant of mental status. Two 
studies reported a statistically significant difference 
in the level of anxiety between genders. While the 
level of social anxiety was reported to be higher in 
young female medical students, by Alsudais, et al.  
(25), Badr, et al. reported that male pharmacy 
students found gamification more stressful (24). 
One of the challenges specific to medical residents 
and fellowships was structural incoherence in their 
courses. For example, providing excessive details 
and information, heterogeneity of core content, 
and repetition of learning content along the course 
have been noted (84, 93, 94). In the economic 
context, most LMICs have used simpler E-learning 
methods and focused on technical problems as well 
as financial burdens (Themes 4 and 5) rather than 
examining the challenges of using more complex 
E-learning methods, such as simulations, which 
have been undertaken in the USA, Canada, and 
Indonesia (47, 61, 68, 69, 73, 76). This might be 
owing to a lack of infrastructure and a shortage 
of budget that pushes institutions in the LMICs 
to adopt simpler methods such as using video-
recorded classes, online lectures and further report 
these methods’ challenges.

Possible solutions or opportunities based on the 
ADDIE model

For answering the secondary question, “What 
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are the possible solutions for each challenge based 
on the literature?”, the possible opportunities or 
solutions that are mentioned for these challenges 
in the literature are categorized based on the 
ADDIE model and stated below:

In the first step, it is crucial to analyze the 
instructional issue and the learners (109). In 
this regard, rapid progression and obligatory 
shift from a traditional curriculum to an 
E-learning curriculum was identified as one 
of the drawbacks. Grafton-Clarke, et al., in a 
systematic review study, reported that the lack 
of standardized telemedicine curricula, owing to 
the rapid shift, affected the quality of the courses 
(110). Thus, it is necessary to use E-learning as 
an alternative to live education and have prepared 
strategies to deal with  emergency shifts to 
E-learning methods (10). Consideration of the 
characteristics of learners, including possible 
mental and physical problems or digital literacy 
besides gender differences, is also an important 
step when analyzing the course. There are 
controversies about readiness for E-learning 
among healthcare students based on gender. For 
instance, female medical and dental students in 
Pakistan had a more positive readiness response 
toward E-learning (111). In contrast, in another 
study, male students revealed significantly higher 
readiness for remote learning. Moreover, some 
other studies show no gender differences in 
E-learning readiness (112). Even the grade of 
students or marital status could play a factor 
that affects mental health, whereby first-year 
students or single students may experience higher 
levels of anxiety (113, 114). Thus, in the physical 
problems area, body aches were reported along 
the E-learning process (115), and screen fatigue 
is also a reported physical issue in this study. 
To deal with this issue, prolonged time should 
be avoided on video calls and short intervals 
should be considered between them; this may 
also reduce the learners’ anxiety (116). Enhancing 
digital literacy for instructors, learners, or even 
patients (when adopting virtual rotations or 
clinics) should be considered before initiating 
the course to reduce resistance by familiarizing 
them with new technologies and methods (21, 
34-37). Note that students may accept new 
technology more than faculty members as a 
substitute for traditional classroom teaching (117). 
Consideration of available infrastructure and 
related technical issues, or their financial burden, 
is critical for enhancing learners’ satisfaction. In 
line with the results of our study, several studies 
undertaken in developing countries, including 
Iraq, Lebanon, Libya, and Namibia, reported 
poor Internet connection as a major drawback for 

E-learning; possibly asynchronous approaches 
such as explanatory downloadable videos could 
be a reasonable alternative for dealing with 
these problems (118-121). Further, Abbasi et al. 
reported that E-learning satisfaction levels were 
better among developed countries compared to 
developing countries among healthcare students 
and recommended more blended approaches for 
healthcare student education (122).

In the design step, one of the most critical 
challenges for adopting E-learning as an 
instructional method for healthcare students is 
developing hands-on skills. The results of this study 
indicated that E-learning might have weaknesses 
in developing soft skills, such as interviewing with 
patients, and hard skills like performing a physical 
exam or performing a complex procedure, despite 
using simulations or VR-based methodologies. To 
deal with this issue, relying on blended learning 
approaches, especially for courses that need the 
development of psychomotor skills like surgery, 
could be beneficial (122). Emphasis on learners’ 
feedback when designing the E-learning course 
also provides valuable information about potential 
problems that may arise. For instance, providing 
too much content in a limited time, not considering 
different time zones when adopting synchronous 
learning strategies, or the workload of learners 
when designing the course are defined in this 
study, which were missed by instructors. 

In the development step, when developing 
learning contents, it is crucial to consider the 
limitations of the adopted strategy, validate and 
revise drafts, or even conduct a pilot test (18). 
Table 2 summarizes the points to be observed in 
the development of each E-learning and online 
assessment methods mentioned in the included 
studies.

It is also necessary to consider preparing 
learners by holding briefing sessions before the 
main course, especially when the course relies 
on more complex platforms or methods, or the 
objectives of the course are unclear and may 
confuse the learners (83, 93, 97). 

In the implementation step, a lack of 
engagement, interaction, and collaboration, 
besides increasing distraction, could affect the 
quality of an E-learning course. Instructors could 
enhance engagement and interaction by applying 
different features of platforms (i.e., polls, hand 
raises, coffee breaks) as well as by adopting 
self-regulated learning strategies to reduce 
digital distraction (100, 123). Nevertheless, 
the use of social media such as Facebook, 
WhatsApp, and Instagram as an online learning 
tool may promote interaction, collaboration, 
and sharing of academic sources or materials.  
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On the other hand, easy distraction from learning 
content, lack of professionalism, and data security 
concerns could be significant drawbacks of this 
method (103, 124). 

The results of this study also demonstrated 
that some studies missed learners’ feedback after 
implementing the course. To deal with this issue, 
adopting synchronous or mixed approaches may 
enhance the opportunity to communicate directly 
with the instructor and receive quick feedback 
compared to asynchronous approaches (125). A 
secure learning and assessment environment is 
also necessary for an E-learning course. Syed et 
al. reported that around 60% of students observed 
cybersecurity as a concerning issue for accepting 
E-learning technologies (126). 

In the evaluation step, negative perceptions of 
students about online assessment, as mentioned 
previously, could challenge the assessors. To deal 
with this issue, employing online exam proctoring 
technologies, reducing the score portion of mid-
semester and end-of-semester exams from the 

students’ total score, applying unique exams 
for each student, utilizing online interviews 
after the exams for verification, and using 
online OSCE exams have been reported in the 
literature (127). Every method has its advantages 
and disadvantages; for example, online OSCE 
can reduce cheating, but it should be noted that 
it cannot be a complete alternative to face-to-
face assessment, owing to a lack of evaluation of 
practical skills (48, 128). The results of this study 
indicated that students might experience stress 
during online exams due to technical problems 
or navigation modes. Therefore, using robust 
exam platforms, conducting multiple trial runs, 
gathering stakeholder feedback, or holding remote 
mock E-exams could be beneficial (50, 129). 

Discussion
This study is the first scoping review to address 

E-learning challenges during the COVID-19 
pandemic and beyond from the perspective of 
healthcare students during practical courses. 

Table 2.  Points to be observed when developing each E-learning and online assessment method.
E-Learning /Online Assessment Method Points to be observed in the implantation
Asynchronous online learning and LMS • Quality of audio and visual features

• Enhancing interaction and collaboration
• Possible technical problems like LMS overload
• Unfamiliarity with platform 
• Lack of practicing hands-on skills

E-exam • Security
• An appropriate time for the examinee 
• Technical problems for login in the platform and during exams
• Lack of assessing hands-on skills and anxiety of examinee

Gamification • Increased cognitive overload
• Managing the anxiety of learners 

Mobile learning • Quality of audio and visual features
• Cost
• Enhancing interaction and collaboration
• Technical problems of the platform

Tele-simulation • Departure from reality and lesser accuracy
• Quality of audio and visual features
• Need for training learners before the session
• Cost
• Having limitations for the number of participants
• Unfamiliarity with platform 
• Limitations for developing complex hands-on skills
• Enhancing interaction and collaboration

Virtual patients and rotations • Availability of access to medical reports
• Rotation organization
• Low digital literacy of patients 

Virtual reality • Having access to the platform or running it remotely
• Disinfection of equipment
• Recharging and overheating of the device
• Cost
• Limitations for developing complex hands-on skills

Teleconference and live streaming • Eye strain
• Technical problems 
• Enhancing interaction and collaboration
• Quality of audio and visual features
• Limited field of view
• Lack of usage of features like hand rise, polls, and breakout rooms
• Etiquette problems, including (turning the camera off or being mute)
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The investigation of 95 studies included from 33 
countries indicated 123 codes categorized into 
12 themes and 35 subthemes.

Based on the ADDIE model, at the analysis 
step, five themes were identified: Rapid 
progression and obligatory shift, Physical and 
mental problems of learners, Low digital literacy, 
Technical problems, and Financial burden 
reported in the literature. In this regard, four 
other similar studies underscored the rapid and 
obligatory shift to E-learning as a significant 
challenge, especially for institutions unprepared 
for such a transition (130-134). Moreover, Koh, 
et al. (135) conducted a systematic review 
study, which highlighted the lack of consistent 
integration of E-learning in higher education 
before the pandemic, resulting in emergency 
remote teaching rather than purposive E-learning 
design. Likewise, Söderlund, et al. (136) 
emphasized the challenges of transitioning from 
face-to-face into E-learning formats, indicating 
the unpreparedness of institutions and the need 
for pedagogical adaptation. This abrupt change 
worsens when infrastructural and technical 
deficiencies exist, especially in developing 
countries, where poor Internet connectivity and 
lack of access to digital devices are substantial 
barriers (131, 132). Note that most of the included 
studies reporting technical problems and financial 
burden had been carried out in LMICs. These 
findings are in line with those of Ionescu, et al. 
(137). However, our study expanded technical 
problems by detailing specific issues, such as 
E-learning platform overload and equipment 
disinfection, which were not addressed in other 
articles. Further, although financial burdens 
such as the cost of Internet and equipment were 
mentioned in the literature (130, 131, 133, 137, 
138); our results provided more details about 
these expenses, such as the high setup costs for 
simulators. 

Another theme related to the rapid and 
obligatory shift to E-learning is the mental 
problems of learners highlighted by Al-Teete, et 
al. (139), who focused more on educator stress 
due to rapid shifts to E-learning in their scoping 
review. Mental and physical health issues among 
learners, such as anxiety, isolation, and screen 
fatigue, were consistently reported across similar 
studies (130-133, 135, 137). Nevertheless, while 
our results highlighted gender differences in 
mental health impacts, the other studies have not 
explored this aspect in depth. 

Low digital literacy is another widely stated 
challenge across studies. Our findings are in the 
same line with Alfaleh, et al. (130), who noted 
a lack of motivation as well as struggles with 

user-unfriendly platforms among nurses. In the 
same vein, Ionescu, et al. (137)  highlighted this 
issue in LMICs. Other related subthemes, such 
as resistance to technology, unfamiliarity with 
E-learning platforms, as well as themes including 
User Unpreparedness (Theme 9), were also stated 
by Zarei and Mohammadi, along with Santos,  
et al. (131, 133).

At the design step, the Challenges of Designing 
a Practical Course were reported as a consistent 
challenge, especially in clinical and hands-on 
disciplines such as nursing, dentistry, and surgery 
in  literature. Our study and other similar studies 
(130, 138, 139) found that educators and students 
viewed E-learning as inadequate for developing 
clinical competencies, often preferring blended or 
traditional methods. While alternative methods 
such as virtual reality and simulators were 
proposed (132, 133), their constraints in replicating 
complex skills were approved. There were  
divergent perspectives on E-learning methods 
substitutes; Koh and Daniel (135) reported 
mixed success in replacing practical training 
with theory, and Söderlund, et al. (136) noted 
occasional equality with traditional approaches 
despite our study emphasizing persistent gaps. 
Ionescu, et al. (137) further highlighted systemic 
shortcomings, such as the lack of complementary 
E-consultation tools, rather than focusing solely 
on skill-based gaps.

At the development and implementation steps, 
low engagement owing to distractions, lack of 
interaction, and learner unpreparedness were 
consistently noted across studies (130, 135, 137), 
mirroring our findings on structural incoherence 
(Learning Contents and Adopted Strategy 
Challenges theme) as well as disruptive home 
environments. Challenges such as the Omission 
of Learners’ Feedback in Designing (Theme 7),  
cognitively overloaded materials (Theme 8), 
and passive participation (e.g., cameras-off 
culture) were also stated by a similar systematic 
review study (135). Nevertheless, there are some 
controversies about engagement in E-learning 
approaches. While Söderlund, et al.’s (136) 
results were consistent with our findings, 
emphasizing engagement as a barrier, Alfaleh, et 
al. and Santos, et al. (130, 133) reported potential 
benefits, such as self-directed learning with user-
friendly platforms or positive attitudes toward 
specific tools. Likewise, Marawa’a (138) found 
that blended learning mitigated engagement 
issues, suggesting that the adopted strategy 
shapes outcomes. 

At the evaluation step, Summative Evaluation 
Challenges emerged as a point of controversy 
across studies. While Alfaleh, et al. and Ionescu, 
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et al. (130, 137) examined assessment issues, our 
study provided critical insights into exam security 
concerns, validity gaps in online evaluations, 
and strong student preferences for traditional 
methods. These findings contrast with Santos 
et al.’s study, which had a more optimistic view 
on specific electronic assessment tools (133). 
These contradictions extended to implementation 
practices. Koh, et al. (135) reported mixed 
outcomes with open-book exams, while the 
literature highlighted persistent challenges 
on exam integrity and reliable performance 
measurement in online environments. These 
findings indicate an urgent need for institutional 
reforms addressing digital literacy, equitable 
access, and pedagogical innovation to ensure 
sustainable e-learning models beyond pandemic-
era adaptations (135, 136).

The bottom line is that the reviewed similar 
literature consistently confirms the challenges 
identified in our study, including the Rapid 
Progression and Obligatory Shift to E-learning, 
Technical Problems, Lack of Engagement 
and Distracting Learning Environment, and 
Mental Problems of Learners. Nevertheless, 
our research provides distinctive value through 
its comprehensive analysis of gender-specific 
disparities, detailed examination of practical 
course limitations (particularly in healthcare 
education), and in-depth assessment of evaluation 
challenges. Whereas studies such as Ionescu, 
et al. (137) focused specifically on LMIC 
contexts, and Alfaleh, et al. (130) maintained 
a broader perspective, these variations in 
emphasis collectively highlight the need for 
context-sensitive solutions. The findings reflect 
the necessity for approaches addressing: 1) 
developing country constraints, 2) hands-on 
discipline requirements, and 3) institution-
specific barriers, which ultimately advocate for 
a more delicate, multidimensional framework to 
understand and address E-learning challenges 
across different educational settings.

Limitations
There is a risk of missing essential studies 

despite the expert team’s evaluation of the 
search process, including the restriction to 
English-language articles and the exclusion of 
grey articles. Further, focusing only on English-
language articles may cause increased emphasis 
on Western practices, especially since a vast 
majority of included articles were from the USA, 
which may limit the findings in this context and 
miss the differences in sociocultural, educational, 
and healthcare factors. 

The exclusion of non-healthcare settings 

may have constrained our analysis of the 
conceptualization of the phenomenon. Although 
independent team members conducted a thematic 
analysis to enhance data credibility and reliability, 
bias cannot be eliminated. A key concern is 
the potential conflation of terms and practices 
associated with the challenges studied.

Conclusions
The findings of this study presented challenges 

of E-learning after the pandemic and provided 
practical guidelines to enhance E-learning 
quality in terms of medical sciences education 
in the context of practical courses. Despite a vast 
majority of literature highlighting the effectiveness 
and advantages of E-learning courses, it is 
essential to design a well-ordered E-learning 
course and online assessment based on estimated 
challenges. The results of this study highlighted 
that E-learning courses may have weaknesses in 
engagement, interaction, and developing practical 
skills, as well as their evaluation, even in well-
ordered E-learning courses. Thus, the use of 
blended learning approaches is recommended, 
especially for underdeveloped countries that 
may have infrastructure issues or development 
and assessment of complex practical skills 
in medical institutions. Further, the use of 
instructional models, like the ADDIE model, 
is strongly recommended throughout the whole 
learning process to forecast upcoming challenges 
and prevent them to increase the quality of an 
E-learning course.

Recommendations for further research
It is suggested that the subsequent studies 

of each theme identified in this study should 
be examined more precisely with a systematic 
review approach. Studies can also be undertaken 
on the presences of differences based on gender 
or E-learning method in the level of anxiety and 
mental health. It is also crucial to more deeply 
explore the optimal methods of blended learning 
to reduce the identified challenges. Also, if 
possible, it is suggested that non-English language 
articles and reports and descriptive studies 
should be utilized for a more comprehensive 
conceptualization. Most included studies enrolled 
medical students, medical residents, and nursing 
students as the target population; thus, more 
original studies on other healthcare students, 
including dentistry, pharmacy, midwifery, are 
recommended.
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